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Confidentiality agreements difficult to enforce

Confidentality agreements may provide only lim-
ited protection against the disclosure of trade secrets.

“Confidentiality agreemants can play a role in pre-
vanting the disclosure ol trade secrets 1o competitors
and the public at large.” said Jeffry W. Smith, an
intellectual property attomey at Lathrop & Clark LLP.
“But such agreemants are difficult to enforce.”

Once the information is disclosed, the damage
has bean done. “There may be no adequate remedy
io rapair the damage,” Smith said

In addition, it is difficult for departing employees
to forget informalion leamed on the job.

“Even the most honest party may suboonsciously
use trade secrels leamed from a former employer,”
Smith said,

Typically, trade sacrets include confidential busi-
ness and marketing plans, customer lists, methods
of doing business, and any other confidential process
or idea that gives a business the compelitive adge.

Smith said trade secrels are basl prolected
through company wide business practices thal en-
Sure secracy.

“Requinng employees o sign conhidentiality agree-
ments is good first slep,” he said. It alerts employ-
eos to the need lor secrecy.

“But a company must also ireat information as a
secret. That means it should be kepl in a secure
place and revealed only on a need-to-know basis.”

For example, Smith said, cuslomer lisis kepl on
a computer network should be password protected,
and printouts of those lists should be stored n locked
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cabinets. "Under no circumstances should that infor-
mation be revealad to employesas who have no need
for it,” he added.

Protecting confidential information is just one plede
of the trade secret puzzie.

“The need for prolection may also ansa when an
outside source, such as an invenlor, discloses ideas
to a company under a confidentiality agreament,”
Smilth sald. “if it ums out that the company is al-
ready working on a similar idea, and refuses 10 pay
the inventor for that idea, litigation for misappropna-
tion of trade secrets or some other form of intallectual
property is likely 1o result.”

To avoid this problem, companies may want to
require that culside parties sign a “non-confidentiality
agreement.” This type of agreament typecally slates
that any idea submitied will not be kept in confidenca,
and no compensation is promised.

In the altemative, Smith said, a company may
want to set up an internal firewall that separates the
group thal reviews inventors’ ideas from the research
and development depariment.

“Usually, this is possible only in large conpora-
tions,” he said. “The two groups can never meat, mot
in hallways, cafeterias, parking lots or restrooms.”

The best option, howeaver, may be 1o refuse all
ideas from oulside inventors.

"Receplionisis and secrelares should refuse un-
solicited mail and telephone calls from inventors or
anyone else proposing an idea for products or pro-
cesses al a company,” Smith said. “Using a form
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letter, the company should return all unsolicited
proposals and make it clear that in accordance with

company policy, unsolicited ideas are not accepted

or considenad.”
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